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CONFIDENTIAL THESSALONIKI 0577 

DEPT FOR DEPUTY UNDER SECRETARY EAGLEBURGER FROM CONSUL GENERAL 

ATHENS FOR RSO 

E.O. 11652: GDS 
TAGS: ASEC, ABID, GR 

SUBJECT: SECURITY PROTECTION IN PUBLIC ACCESS AREA, 

CONGEN THESSALONIKI 

REF: (A) STATE 210312 (B) THESSALONIKI 0182 (C) ATHENS 7254 

1. AS REF (B) INDICATES, SECURITY OF THIS POST — IN 
LIGHT OF (A) ITS GEOGRAPHIC LOCATION ON THE 
EURASIAN LANDBRIDGE; (B) PRESENCE OF ARABS, INCLUDING 
SIZEABLE PERCENTAGE PALZSWGNIANS, AND CYPRIOTS IN CONSIDERABLE 
NUMBERS AMONG THESSALONIKI UNIVERSITY STUDENT BODY; 

(C) ABSENCE OF MARINE GUARDS, AND (D) PHYSICAL 

VULNERABILITY OF CONSULATE GENERAL'S COMBINED OFFICE 

AND LIVING QUARTERS, FRONTING DIRECTLY ON BUSY THOROUGHFARE, 

WITH SIDE AND REAR ON SECONDARY STREETS - HAS BEEN 
MATTER OF PRIMARY CONCERN TO THIS PRINCIPAL OFFICER. 

AS DEPT AWARE, CONGEN BUILDING HAS BEEN TARGET OF 
SEVERAL HOSTILE DEMONSTRATIONS, SOME ACCOMPANIED BY 
ROCK, EGG AND PAINT THROWING, SINCE ONSET OF CYPRUS 
CRISIS IN JULY 1974. 

2. RECENT LINKING IN COMMON CAUSE OF CYPRIOTS AND 
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PALESTINIANS AT UNIVERSITY, ENCOURAGED BY COMMUNIST 
AND EXTREME LEFT ELEMENTS, HAS HEIGHTENED PERCEIVED 
THREAT. ALTHOUGH CAMPUS HAS BEEN QUIET DURING SUMMER 
RECESS, RENEWED ANTI-AMERICAN ACTIVITY CAN BE 
ANTICIPATED WITH RESUMPTION OF CLASSES NEXT MONTH. 
THESSALONIKI MUNICIPAL COUNCIL AND MAYOR, INSTALLED 
IN JUNE WITH FULL BACKING OF EDA. KKE-EXT, KKE-INT 
AND EKKE, HAVE MISSED NO OPPORTUNITY TO SEIZE UPON ANY 
ISSUE LIKELY TO FAN ANTI-AMERICAN SENTIMENT HERE. 

3. IN LIGHT OF SITUATION, THEREFORE, POST HAS, OVER 

PAST YEAR, TAKEN MEASURES IT HAS DEEMED ADVISABLE TO ENHANCE 
ITS SECURITY POSTURE, WHICH INCLUDE BUT ARE NOT LIMITED 
TO THE FOLLOWING: INSTALLATION OF OUILDING ALARM 
SYSTEM; PROVISION FOR DOUBLE-BARRING ALL BUILDING 
ENTRANCES; HEIGHTENED MOTOR POOL (REAR) GATES; GROUND 
FLOOR GRILLWORK INSTALLATIONS ON INLERIOR STAIRCASES TO 
IMHIBITTACCESS TO UPPER FLOORS. BARRING UNPROTECTET 
GROISARTOOR WINDOWS; DESIGNATITN OF OPTIMUM ESCAPE 
ROUTES; ARMOR PLATING OF GUARD-RECEPTIONIST'S DESK; 
FORMULATION OF STANDARD CONTINGENCY PROCEDURES AGAINST 
MOB ACTION; PROVISION OF SAFEHAVEN HOUSE FOR BUILDING 
OCCUPANTS; INSTALLATION OF MYLAR ON LOWER OFFICE 
WINDOWS; PROCUREMENT OF PROTECTIVE WEAPONRY; AUGMENTING 
AND IMPROVING FIREFIGHTING SAFEGUARDS; OBTAINING 
MTT INSTRUCTION FOR STAFF; AND ARMOR PLATING AND 
RADIO-EQUIPPING OFFICIAL PASSENGER VEHICLES. IT IS 
FELT THAT THESE AND OTHER MEASURES, IN ADDITION TO EXCELLENT 
COOPERATION OBTAINED FROM LOCAL SECURITY FORCES, 

CITED IN REF. (C), AFFORD POST AND ITS PERSONNEL A 
PRUDENTLY RESPONSIBLE DEGREE OF PROTECTION UNDER 
EXISTING CIRCUMSTANCES. 

4. IN COMPLIANCE WITH REF (A), HOWEVER, PHYSICAL 

SECURITY ARRANGEMENTS AT POST HAVE AGAIN BEEN REVIEWED UNDER 
PRINCIPAL OFFICER'S DIRECTION. IT WAS DETERMINED, IN 
REGARD TO THREAT TO PUBLIC AREAS, THAT FURTHER MEASURE 
OF PROVIDING FOR PRESENCE OF PLAINCLOTHES GREEK POLICEMAN 
DURING BUSINESS HOURS IN CONSULAR SECTION WAITING 
ROOM ON GROUND FLOOR WOULD BE HIGHLY DESIRABLE. 

ACCORDINGLY. WITH CONCURRENCE OF REGIONAL SECURITY 
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OFFICER, WE HAVE REQUESTED, AND ALIENS POLICE DIRECTORATE 
OF GREEK GENDARMERIE HAS AGREED TO PLACE PLAINCLOTHES 
GUARD IN WAITING ROOM THROUGHOUT WORKING HOURS. THIS 
IS IN ADDITION TO EXISTING ARMED GUARDS AT FRONT, 

REAR AND SIDE OF BUILDING. CONCURRENTLY, GROUND FLOOR 
FRONT OFFICE OF CONSULAR OFFICER BEING EQUIPPED WITH 
REINFORCED DOOR WITH-SIX THROWBOLT AND HINGED EXIT 
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PASSAGE THROUGH WINDOW GRILL WORK FOR EMERGENCY ESCAPE 
PURPOSES. 

5. WE SHALL CONTINUE STUDY SITUATION AND SHOULD THERE 

BE OTHER MEASURES DEEMED NECESSARY WHICH WOULD REQUIRE 
DEPT'S ASSISTANCE, CONGEN WILL COMMUNICATE PROMPTLY. 

6. WILL REPORT BY SEPTEL SECURITY SITUATION AT USIS CENTER 
HERE. 

BRENNAN 
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